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Part 2 - Tutorial 2 Network Layer - IP Routing 
and Routing Protocols

CE3005 Computer Networks

Andreas Kuster <S220003@e.ntu.edu.sg>

if you have questions



[Last Week] Bonus Question

Why would you want a large MTU? 

-> less overhead

Why not? 

-> higher memory burden (low power device, or high link speed)

-> [Student] Reliability: smaller fragments have a lower 
chance to fail, or if they fail, less data has to be re-transmitted
-> It this a valid argument?
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[Last Week] Bonus Question

Not really: IP is best-effort 
-> if one fragment fails, the re-assembly fails -> the whole 
packet gets dropped
-> IP layer does not re-transmit

TCP: the whole IP packet gets retransmitted
UDP: the whole IP packet gets discarded (and ignored)
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Q1
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Q: Which TCP/IP layer are we operating here?



Q: Which TCP/IP layer are we operating on?
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Q: Which TCP/IP layer are we operating on?
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Q1

Fra
me

Purpose of 
Frame

Actions taken by Switch

Source Destination

1. 00-24-81-
AA-AA-AA

FF-FF-FF-
FF-FF-FF

ARP request for 
192.168.222.222

- new entry forwarding table
00-24-81-AA-AA-AA/port 1/ time 
- broadcast ARP request frame to both port 2, 3

broadcast

Q: What happens next?
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- forward ARP reply to port 1

ARP reply
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ARP reply - new entry forwarding table
00-24-81-BB-BB-BB/port 2/ time
- forward ARP reply to port 1

ARP reply



Q1

ARP reply

Q: Who gets the response?

Only station A? Or also C/D/E?

C D E



Q1

ARP reply

It depends. Generally, the reply is unicast, but..

-> Hub based systems -> devices are allowed to also record it (ARP cache learning)
-> Modern switches (L2) usually prevent unicast replies from being flooded to all ports (so, only 
the requester sees it)
-> WiFi is typically broadcast (like the hub)

C D E



Q1

Frame MAC Address Purpose of 
Frame

Actions taken by Switch

Source Destination

3. 00-24-81-
AA-AA-AA

00-24-81-
BB-BB-BB

ping request for 
192.168.222.222

- update forwarding table
00-24-81-AA-AA-AA/port 1/ 
new time 
- forward ping request to port 2

4. 00-24-81-
BB-BB-BB

00-24-81-
AA-AA-AA

ping reply - update forwarding table
00-24-81-BB-BB-BB/port 2/ 
new time
- forward ping reply to port 1

For simplicity, assume ping sends 1 packet instead of 4.



Q2
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Q: What's different to Q1?



Q2: What's different to Q1?
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Station A and B are in 
separate networks..
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L3 and L2 are now involved..



Q2

Frame MAC Address Purpose of 
Frame

Actions taken by Router

Source Destination

1. 00-24-81-
AA-AA-AA

FF-FF-FF-
FF-FF-FF

broadcast

Q: What happens next? 
Who will answer?



Q2

Frame MAC Address Purpose of 
Frame

Actions taken by Router

Source Destination

2. 00-00-0C-
D1-D1-D1

00-24-81-
AA-AA-AA

ARP reply - send ARP reply

A: The default gateway



Q2

ping request for 
192.168.222.222

Q: What happens now?



Q2

Frame MAC Address Purpose of 
Frame

Actions taken by Router

Source Destination

3. 00-24-81-
AA-AA-AA

00-00-0C-
D1-D1-D1

ping request for 
192.168.222.222

- broadcast ARP request for 192.168.222.222 
at subnet 192.168.222.0/24

broadcast



Q2

Frame MAC Address Purpose of 
Frame

Actions taken by Router

Source Destination

3. 00-24-81-
AA-AA-AA

00-00-0C-
D1-D1-D1

ping request for 
192.168.222.222

- broadcast ARP request for 192.168.222.222 
at subnet 192.168.222.0/24
- receive ARP reply

ARP reply



Q2

Frame MAC Address Purpose of 
Frame

Actions taken by Router

Source Destination

3. 00-24-81-
AA-AA-AA

00-00-0C-
D1-D1-D1

ping request for 
192.168.222.222

- broadcast ARP request for 192.168.222.222 
at subnet 192.168.222.0/24
- receive ARP reply
- new entry ARP cache
192.168.222.222/00-24-81-BB-BB-BB
- forward ping request to 192.168.222.222

forward ping



Q2

Frame MAC Address Purpose of 
Frame

Actions taken by Router

Source Destination

4. 00-00-0C-
D1-D1-D1

00-24-81-
AA-AA-AA

ping reply - receive ping reply
- forward ping reply to 192.168.111.111

ping reply

For simplicity, assume ping sends 1 packet instead of 4.



Q2 - Hands-On [MS Windows]

ipconfig

arp -a

netsh interface ip delete arpcache

ping X
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Q3
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Q2
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Q3
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Group 1 Group 2 Group 3

A B

C

Q: Which networks are our packets 
traveling through?

i.e. 155.69.8.x

Group 1

Group 2 Group 3



Q3
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Group 1 Group 2 Group 3

A B

C

155.69.8.x

196.19.5.x

170.105.10.x

200.20.80.x

130.21.x.x

10.203.20.x

80.90.10.x

90.80.120.x



Q3: Group Work: Draw the Diagram
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Group 1 Group 2 Group 3

A Network 

155.69.x.x

R1 ...



Q3: G1

155.69.8.12

196.19.5.5

155.69.x.x

196.19.5.x

130.21.x.x10.x.x.x

R1 R2

R3

A

B

Network Network Network 

Network 
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Q3: G2

155.69.8.12

200.20.80.15

155.69.x.x

170.105.x.x
200.20.80.x

80.x.x.x

R1

R4

R5

A

C

Network 

Network 

Network 

Network 
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Q3: G3

196.19.5.5

200.20.80.15

196.19.5.x

170.105.x.x
200.20.80.x

130.21.x.x

90.x.x.x

R2

R3

R4

R5C

B

Network 

Network 

Network 

Network 

Network 
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Q3

155.69.8.12

196.19.5.5

200.20.80.15

155.69.x.x

196.19.5.x

170.105.x.x
200.20.80.x

130.21.x.x10.x.x.x

80.x.x.x 90.x.x.x

R1 R2

R3

R4

R5

A

C

B

Network Network Network 

Network 

Network Network 

Network 

Network 
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Q4
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Q4
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visited: {}
not visited*: {A, B, C, D, E}

distance

current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {}
not visited*: {A, B, C, D, E}

0

distance

∞ ∞

∞ ∞current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {A}
not visited*: {B, C, D, E}

0

distance

min{∞, 0+6} ∞

min{∞, 0+3} ∞current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {A}
not visited*: {B, C, D, E}

0

distance

6 ∞

3 ∞

current node *sorted from smallest 
distance value to 
largest



Q4
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visited: {A}
not visited*: {B, C, D, E}

0

distance

min{6, 3+2} 3+7

3 3+10

current node *sorted from smallest 
distance value to 
largest



Q4
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visited: {A, B}
not visited*: {C, D, E}

0

distance

5 10

3 13

current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {A, B}
not visited*: {C, D, E}

0

distance

5 min{10, 5+4}

3 13

current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {A, B, C}
not visited*: {D, E}

0

distance

5 9

3 13

current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {A, B, C}
not visited*: {D, E}

0

distance

5 9

3 min{13,9+3}

current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {A, B, C, D}
not visited*: {E}

0

distance

5 9

3 12

current node

*sorted from smallest 
distance value to 
largest



Q4
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visited: {A, B, C, D, E}
not visited*: {}

0

distance

5 9

3 12

current node

*sorted from smallest 
distance value to 
largest



Questions?
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