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Q1: Group Exercise: TCP/IP Model

Internet Layer
Ethernet SMTP
DNS
. UDP ARP SSH
Application Layer
Wi-Ei Network Interface
IP FTP
Transport Layer oTTP ICMP
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Q1: Comparison between TCP/IP and
OSI| Models
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[Skip] Q1: OSI 7-Layer Model

Layer  IName _ |Fumoton

7 Application Allows applications to request network services.

6 Presentation Converts data so that systems that use different data
formats can exchange information.

5 Session Establishes sessions between network applications.

4 Transport Provides for reliable delivery of packets.

3 Network Handles routing of data across network segments.

2 Data Link Provides MAC addresses to uniquely identify network
nodes and a means for data to be sent over the Physical
layer in the form of packets. Bridges and switches are
layer 2 devices.

1 Physical Governs the layout of cables (media) and devices such as

repeaters and hubs.

0S| = Open Systems Interconnection



[Skip] Q1: Internet TCP/IP Model

Layor  Name _ |Function

5

4

Application

Transport

Internet
(Network)

Link and Media
Access

Physical

Acts as final endpoints at either end of a communication
session between two network hosts

Manages the flow of traffic between two hosts or
devices, ensuring that data arrives at the application on
the host for which it is targeted

Contains all functionality that manages the movement of
data between two network devices over a routed
network

Deals with the network connectivity among neighboring
devices.

Handles physical media and devices



Q2: Protocol Stack at the Sender
- ﬁ Application Layer

Sending Presentation Layer
Process _

Session Layer
Transport Layer
Network Layer

Data link Layer

Physical Layer
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Q2: A Simple Computer Network & 0S| Model

Your
Friends
PC

Your

PC
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Process

Process

Application Layer - Application Layer
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Presentation Layer Your Presentation Layer
Session Layer Home WiFi / Internet Friend's WiFi Session Layer
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Transport Layer Ethernet Router . N . Transport Layer
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Network Layer Switch o~ Network Layer Network Layer Network Layer
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Q2: Header Processing at the Switching Nodes

Sending
‘ Process

Application layer
Presentation layer
Session layer
Transport layer
Network layer
Data link layer

Physical Layer

Network Layer Network Layer

Datalink Layer _ Data link Layer

Physical Layer Physical Layer

Node 1 Node 2



Q3: 6-9's Reliability

In network resilience, the link failure probability can be
interpreted as the maximum permittable percentage of the
time that the link goes down during a time window.

99.9999%
6x "9"

Calculate the duration (in seconds) of allowable downtime per
year for this network?
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Q3: 6-9's Reliability

In this case, r = 99.9999%
b=1-r =10-6
Failure probability = percentage of link downtime

Assume a regular year (365 days)

The allowable downtime per year is
T = 365D x 24H/D x 60M/H x 60 S/M x 10-6 = 31.5 seconds
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Q4: Network Resilience

Singapore (SG) is connected to San Francisco (SF), via an
intermediate node in Hawaii (HW).

Two independent links connect between Singapore and Hawaii, and
a long-range link connects between Singapore and San Francisco.
Assume that each link fails independently with probability of 0.05.

Calculate the probability in which SG is disconnected from SF.
p=0.05
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pP=0.05
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Q4: Network Resilience

pP=0.05

N
A

p=0.05

Step 1: Calculate the resilience between SG and HW
bss_nw = Priboth upper and lower links fail]
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Q4: Network Resilience
pP=0.05

7~ N
- A

p=0.05

Step 1: Calculate the resilience between SG and HW
bss_w = Priboth upper and lower links fail]
=0.05x0.05=0.0025
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Q4: Network Resilience

p=0.0025 p=0.05
El —E E

Step 2: Calculate the resilience between SG and SF thru indirect link
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Q4: Network Resilience

B80—m— g3

Step 2: Calculate the resilience between SG and SF thru indirect link
= (1-0.0025) x (1-0.05) = 0.947625

Step 3: Calculate the failure between SG and SF thru indirect link
bSG-HW-SF — 1_ rSG_Hw_SF :1_ 0.947625 - 0.052375
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Q4: Network Resilience
p=0.05

a N

p= 0.052375

Step 4: Calculate the failure between SG and SF

Biiheen 7.5 WEANDS (RN
\W SINGAPORE \\\ I// 3 ensng droop RE!EQ:R[P



Q4: Network Resilience

pP=0.05

p=0.052375

Step 4: Calculate the failure between SG and SF
bss_se = Pr[both direct and indirect paths fail]
= 0.05 x 0.0562375 = 0.00261875
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Q4: How realistic is this?

Assume that each link fails independently with
probability [..].
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Questions?
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